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DAA - Delta Application
Allowlisting Solution

Delta Application Allowlisting (DAA) is an endpoint
protection solution designed specifically for
critical assets and OT environments. It integrates
multi-layered defense, behavioral learning, and
non-disruptive update capabilities to enable
dynamic and precise trust management. DAA
effectively prevents ransomware, malware, and
lateral movement attacks, safeguarding equipment
and industrial sites without interrupting operations.
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www.deltaww.com
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Block unknown, run only trusted.

[0 oo 4O e Only trusted applications are permitted to execute
ﬂ » Applications must be verified by signature, hash, or pre-authorized
whitelist
Precise Trust e Blocks unauthorized, unsigned, or disguised malware
Management * Prevents fileless attacks, DLL injection, and lateral movement

Trusted updates, no downtime.

* Automated update design without disrupting operations
e Supports tolerant mode and trusted updater lists
e Automatically recognizes legitimate application update processes

Update Mechanism * Ensures continuous protection and uninterrupted business operation
[eee -] Legacy and loT device protection.
arl'sa * Supports Windows XP /7 /10 /11 /10T and all server editions
» Deploys protection strategies without hardware upgrades
Legacy & Closed-System * Enhances security for devices unable to install antivirus software
Support



Applicable Scenarios

Legacy factory machines
that cannot be upgraded

Air-gapped environments
requiring proactive defense

Critical infrastructure/
public utilities subject to
OT security audits

24/7 operational
systems intolerant to
reboot maintenance

Smart detection of abnormal behavior.

e Long-term learning to establish baseline models
* Detects command-line abuse, abnormal system calls, and parameter
anomalies

Build device behavior e Provides real-time alerts and event tracing

profiles for early anomaly
warning

Unified management with full visibility.

SEEETT
e Supports offline deployment and compliance audits
& * Supports air-gapped and localized environments
* Provides dashboards, version control, and event logs

Centralized Visual
Management Platform

Compliance with international cybersecurity regulations and standards:

O
— * EU Cyber Resilience Act (EU CRA)

o *  SEMI E187 (Semiconductor Equipment Cybersecurity Standard)
Audit & Compliance + |EC 62443 (Industrial Control Systems Security)

Support



Multi-Layer Lockdown Protection Architecture

Process Lockdown

Only authorized programs may run; any
unauthorized attempt is immediately
intercepted and reported

Data Lockdown

Prevents hackers from stealing or tampering
with recipes, machine parameters, or control
data, and blocks loading of unverified data

Configuration Lockdown

Even if USB devices are infected, control logic
files cannot be altered, nor can malicious
instructions or backdoors be injected

USB Lockdown

Blocks all unauthorized USB access to PLCs,
engineering stations, and HMIs, preventing
initial infection vectors

Minimum System Requirements

Support List
Windows Windows XP, Windows 7, Windows 10, Windows 10
loT,Windows 11
Windows Server Windows Server 2012, Windows Server 2016, Windows Server

2019, Windows Server 2022

Minimum performance requirements

m Processor Memory Storage
1 GHz or Faster 4 GB or Greater . 200 MB Available
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DAFA - Delta Automated _§of mcm
and Firmware Analysis: Soli '

A Full Lifecycle Compliance Platform for ,]

Software & Firmware Security

DAFA is a comprehensive platform that integrates
firmware component analysis, SBOM management,
automated vulnerability monitoring, and compliance
tracking. It helps manufacturers manage supply
chain risks during product development, ensuring
open-source license compliance and product
cybersecurity governance.
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Automatically unpack, reconstruct Upload
architecture, and analyze component and Software/
license information Firmware

Support SBOM generation and analyze

- - < Generate
security vulnerabilities and license SBOM

compliance

Software/Firmware
formats for auditing or third-party Analysis and SBOM

verification / Monitoring

Track new vulnerabilities in real time
to safeguard supply chain security
throughout the lifecycle

Export in SPDX, CycloneDX, and other

No Source Code? No Problem.

)

v/~ » Supports SBOM generation from compiled binary firmware without
=il source code
e » Automatically analyzes component versions, license types, and

software architecture
» Compatible with mainstream standards such as CycloneDX and SPDX
* One-click export of complete SBOMs for third-party integration and
regulatory submission

Automated SBOM
Creation and Analysis

Turning SBOMs into Trusted Asset Maps

Q * Combines manual SBOMs, scanning tools, and third-party component data
- » Builds enriched SBOMs by integrating vulnerability and license
= information
- » Proprietary matching technology improves CVE mapping accuracy and
MuIti-sour_ce Integra_tion version recognition
and Precise Matching * Automatically includes VEX descriptions to assess real-world vulnerability
impact

From Passive Reporting to Proactive Defense

» Periodically scans firmware and reports the latest vulnerabilities
* Automatically categorizes severity and prioritizes real risks
» Centralized dashboard integrating alerts, remediation advice, and

Vulnerability Management version history
and Continuous Monitoring * Reduces manual workload and enhances security response efficiency
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Comprehensive binary file analysis: Supply chain risk visibility:

Build a compliant SBOM
without source code

Instantly identify vulnerabilities,
licensing, and component changes

00 O
<>
— .
Fastest compliance path: Easily meet Support for firmware management
EU CRA, open-source licensing, models: Seamless adoption,
and self-attestation requirements suitable for OEM/ODM

<>

Open Source Licensing and
Compliance Management

Simplify Compliance, Prevent Legal Risks

Automatically tracks open-source license changes

One-click generation of compliance reports and audit logs
Supports declaration generation for EU CRA and other international
regulations

Delivers complete report formats for supplier self-certification or
external audits

@

Firmware & Software Security Posture

Automated analysis of firmware, no manual triggers needed
Always up-to-date SBOMs and vulnerability information
Ensures synchronized information and continuously strengthened

Automated security posture
Scanning Supports version comparison and anomaly detection alerts
Automated Security Workflow — Easier CI/CD Integration
[:= Natively integrates into DevOps workflows and common CI/CD tools
é] Embeds security checks into the development pipeline for

Integrate with Existing
Security Processes

simultaneous delivery and security
Streamlines processes, reducing collaboration costs between security
and development teams



Product Security
Compliance Services

Comprehensive cybersecurity compliance
aligned with international standards

Our compliance consulting team combines deep
expertise in cybersecurity standards (ISA/IEC
62443, EU CRA, RED-DA, TISAX) with extensive
experience in industrial control, automotive,
semiconductor, and manufacturing sectors.
Beyond reviews and interpretation, we deliver
practical, tailored solutions that guide enterprises

through auditing, implementation, and continuous www.deltaww.com
. security.sales@deltaww.com
operations. 24

Product Security
Service Platform




IEC 62443 is a series of industrial cybersecurity standards developed by the International
Electrotechnical Commission (IEC), specifically designed to address the security requirements of
Industrial Automation and Control Systems (IACS). Its primary goal is to help enterprises build security
defense frameworks against cyberattacks and insider threats, ensuring the stability and reliability of

industrial operations.

21 [of w0 1\

Ensure regulatory Enhance product Implement systematic Strengthen customer
compliance to security to reduce security management trust and capture
strengthen market operational and to improve internal more business
competitiveness cybersecurity risks process efficiency opportunities

IEC 62443 Compliance Project — Execution Steps

» Develop work plan and m « Establish security policies and organizational
coordinate activities responsibilities

¢ Conduct kick-off  Define (ML2) or implement (ML3) security activities
meeting e Prepare documentation

(-4-1) Secure Development

) Gap @ Process Implementation
4 Analysis Q) (-4-2, -3-3) Security Function

Implementation & Validation

* |dentify and analyze gaps between  Provide final implementation
current state and standards evidence and review reports

e Review threat analysis results and e Apply for third-party evaluation
risk assessment reports and certification

» Define product security functions based on
risk assessment and gap analysis

e Conduct product and security function testing
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The EU Cyber Resilience Act (CRA) establishes unified cybersecurity requirements for digital

products, covering hardware and software. Products must adopt security by design and default,

complete risk assessments, and carry the CE mark. High-risk products require third-party

certification. This regulation replaces fragmented standards, enhancing supply chain security

and market transparency.

o -0

A
5 @9, A
=0 -
Supply chain Secure design Testing &
security principles certification

EU CRA Compliance Project — Execution Steps

Risk Assessment
& Secure Design

Documentation
management

2 3

Documentation &
Compliance
Controls Implementation

p &
¢ Implement secure design principles
(Security by Design & Default)

e Conduct risk assessments and security
testing (threat analysis, vulnerability
scans, penetration testing)

e Establish risk treatment mechanisms

Incident Firmware
response updates &
handling vulnerability

management

¢ Undergo third-party audits
and certification

« Fulfill ongoing reporting
obligations (e.g., report
major vulnerabilities to
ENISA within 24 hours)

e Perform asset inventory and » Develop technical documentation
classification e Draft Declaration of Conformity

« Define EU CRA risk (EU DoC)
classification (Class I /Il / « Prepare CE compliance labeling
Critical) procedures




RED-DA (Delegated Act of the Radio Equipment Directive) is an EU regulation aimed at ensuring the
cybersecurity of radio equipment. The focus is on connected devices, which must be capable of preventing
unauthorized access and misuse of data. If products involve processing of personal or privacy-related data,
enhanced data protection and privacy-by-design are required. Products supporting financial or transactional
functions must implement strong encryption and authentication mechanisms. The regulation mandates

manufacturers to embed security considerations at the early design stage to ensure compliance.

[} [ ]

P . 4 —V
Article 3.3(d) Article 3.3(e) Article 3.3(f)
Enhance network Improve personal data Reduce fraud risk

resilience protection

RED-DA Compliance Project — Execution Steps

2 3 4l

. Conceptual Functional
EEDEINER Assessment Assessment

* Assess current state « Evaluate correctness

* Inventory of security and network assets and completeness

« Gather product information and existing of documentation

controls from customer (decision tree results)

e Determine applicable controls (decision tree) » Conduct re-tests
» Develop and coordinate the work plan o Test the integrity
* |dentify applicable standards and effectiveness g 3
e Collect product data of implemented Delfver fine) refpalt
« Provide EN 18031 training mechanisms (initial test)

1
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TISAX (Trusted Information Security Assessment Exchange), managed by the ENX Association, is

an assessment and result exchange mechanism based on the VDA ISA (VDA Information Security
Assessment). It verifies cybersecurity maturity and auditability across the automotive supply chain.
Covering scenarios such as prototype and confidential data handling, TISAX has become a market entry
requirement for European automotive OEMs, reducing redundant audits and accelerating project launches.
Applicable participants include OEMs, Tier-1/Tier-2 suppliers, design, prototyping and testing service
providers, as well as IT, cloud, and R&D outsourcing partners.

N S— o -0
=1 [o] : )

Enhanced protection Fast-track access to Standardized policies, Strengthened supply
of confidential and European automotive processes, records, chain cybersecurity
prototype data supply chains and technical testing governance

TISAX Information Security — Implementation Steps

2 3

Risk Policy Establishment
Assessment & Implementation

e Create information asset inventory * Conduct self-assessment
¢ Perform risk assessments e Apply for third-party
e Develop risk treatment plans audits

e Develop and coordinate work plan ¢ Develop management system

e Conduct current state assessment documentation

e Establish project team e Implement management system

¢ Conduct internal audits




SEMI E187 defines the cybersecurity baseline for semiconductor manufacturing equipment,

covering OS hardening, network segmentation/encryption, endpoint protection, and logging/

monitoring, following an OT zero-trust approach. It applies to wafer fab equipment based on

Windows or Linux platforms. Its adoption enables standardized delivery across fabs, reduces

cybersecurity risks, and strengthens customer trust.

Standardized
cybersecurity for
manufacturing tools

O

Reduced potential
cybersecurity risks in
equipment

SEMI E187 - Implementation Process

e Review SEMI E187
standard requirements

¢ Assess current equipment/
system status

¢ |dentify gaps, perform risk
assessment, and prioritize
remediation

¢ Deliver gap analysis report

2

Functional
Implementation

Enhanced equipment

security and operational

resilience

3

Functional
Testing

e Develop implementation

plan

e Perform OS hardening
e Configure network

security

e Deploy endpoint

protection

 Establish security

monitoring mechanisms

e Set up documentation
and processes

Develop testing plan
Conduct functional and
vulnerability tests
Perform compliance
audits

Track and remediate
defects

Deliver evaluation test
report

13



Delta Product Security:
Assessment Services

Delta's security assessment services combine attacker

perspective with compliance validation, turning risks into

actionable engineering tasks. Through threat modeling,

vulnerability scanning, penetration and fuzz testing, we

identify critical risks and real-world impacts. For OT, ICT,

automotive, and semiconductor environments, we deliver

contextual test scenarios, risk scoring, attack path mapping,

prioritized remediation, and retesting. All results are aligned

with IEC 62443, EU CRA, RED-DA, TISAX, SEMI E187, and CONTACT US
custom criteria, supporting compliance for market launch www.deltaww.com
and audits. Findings integrate back into R&D and operations security.salcSEEEIS .
(SDL, SBOM, vulnerability management) to strengthen

. . . . Product S it
product security with minimal overhead. rOUCT S

Service Platform

Product Security Assessment Services

Comprehensive  Threat Modeling & Risk Analysis
— testing to Vulnerability Scanning
accurately uncover ¢ Fuzz Testing

vulnerabilities  Penetration Testing

International e EUCRA (Cybgr Res.lllence Act)
Standard e RED-DA (Radio Equipment
Ali t Directive — Delegated Act)

'ghmen e IEC 62443 (Industrial Control Security)

—_

ISO/IEC 17025 accredited cybersecurity lab
Advanced [ {olreq st programs et pastves
Secu_r'ty Testing development lifecycles

Services « Compressive security testing to keep products at
their highest level of security

14



Penetration testing focuses on attack paths, using techniques such as lateral movement, privilege

escalation, and logic manipulation to evaluate OT assets. By conducting comprehensive intrusion

attempts across product hardware, interfaces, firmware, software, services, and communications,

we identify exploitable vulnerabilities and attack vectors—helping to prevent security incidents and

mitigate potential major losses.

21

i

Meet cybersecurity
standards

Help identify
high-risk
vulnerabilities

¥o

U4

Expertin OT &
embedded testing

Design security
into products

Penetration Testing Services — Implementation Process

2

&
o]

Simulate real-world
cyberattacks

Validate defense
effectiveness

Cleanup

e Collect product
information, including
network architecture,
hardware interfaces,
system structure,
version details, and
historical data

Vulnerability o .
Discovery Exploitation Reporting
( e N\ - 2\
e Exploit vulnerabilities Deliver a detailed
to demonstrate impact, penetration test report
such as gaining control, including vulnerability
accessing sensitive data, descriptions,
malicious modifications, risk ratings, and
or causing abnormal remediation
behavior recommendations
. J
2\ 4

Vs

e |dentify vulnerabilities
such as design flaws,
misconfigurations,
firmware weaknesses,
and interface
vulnerabilities

e Simulate attacker
actions after
successful intrusion,
e.g., lateral
movement and
privilege escalation

* Remove all traces of
penetration testing
activities to avoid
leaving residual malware
or causing future
misinterpretations

15
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Vulnerability assessment uses automation to quickly identify known vulnerabilities, misconfigurations,
outdated components, weak passwords, and unnecessary open services. The process is low-impact
and non-destructive. Upon completion, a list of issues, risk ratings, and remediation recommendations
are provided. Retesting and scheduled periodic scans can be arranged to continuously raise the

baseline of cybersecurity. This service applies to websites, hosts, applications, and similar products.

. Cost-effective @ Meets regulatory

:_J. solution and certification
- requirements

_ Significantly Easily repeatable for B e
[:: reduces risk and periodic execution, — Produ-ct oriented
=h . - . = security assessment
= potential damages ‘O raising security — expertise
from incidents baseline P
Vulnerability Assessment — Implementation Process
2 3
Z o
Scanning Result Analysis
¢ Automated scanning ¢ Deliver comprehensive vulnerability
to detect known assessment report including
vulnerabilities in the vulnerability descriptions, risk
product ratings, and remediation advice

e Select appropriate tools and » Deep-dive into findings, validate
accurately define scan scope vulnerabilities, and provide detailed
to ensure no gaps analysis




Fuzz testing is an automated or semi-automated evaluation service focusing on product reliability
and security. By sending a large volume of malformed or unexpected inputs to the target system,

it monitors whether the product enters abnormal states, revealing hidden vulnerabilities that could
impact stability and security. Fuzz testing is applicable to general hosts, automotive systems, and

networking products.

Identifies Validates fault

vulnerabilities O= tolerance and Improves
missed by resilience of O | protocol and
& parser security

traditional scans devices/systems

Accelerates product

B Supports (IOWSS=  Enhances secure security validation
— - automated testing <> coding quality CI' 0 and compliance
readiness

Fuzz Testing — Implementation Process

2 3

Test Data
Generation

Execution

¢ Create large sets of e Analyze outputs to
randomized and mutated detect anomalies and
test data based on confirm unexpected
system characteristics states
e Understand product input e Feed generated test data into
formats, protocols, and the system and monitor its
potential vulnerable points response

17



PVM : Intelligent Risk Manhagement
Platform for Product Security

PVM integrates global threat intelligence,

continuous vulnerability monitoring, and risk
prioritization. It supports mainstream SCA tools

and multiple file formats (Black Duck CSV,

Jenkins XML, custom Excel). It helps enterprises
throughout the product lifecycle, from risk —
identification to proactive decision-making,

achieving efficient compliance and comprehensive
vulnerability tracking.

CONTACT US jtipedined  Product Security
www.deltaww.com ¥ Service Platform
security.sales@deltaww.com L

¢ Real-time sync with top intelligence sources (NIST, CISA,

—_— Continuous
Monitoring - FIRST) . . "
« Version-level analysis to avoid false positives
<> 24/7 Global e Customized threat insights, enabling proactive defense
Risk Radar « Complete audit trails for compliance

Smart Decision- 2 L and s ackns ([ ERO
Making - Security Actionable remediation recommendations gﬁ

Command Center

Knowledge base with accumulated fixes

—_—

Automated Digitalized CRA li kfl
: _ _ « Digitalize compliance workflows
g?n:(plganc;at One « Automatic report generation (CRA appendices, VEX, etc.)
Ick Regulatory » Professional services for complex cases
Response Center

18



¢ Beyond NIST integration, PVM consolidates CISA, FIRST, and multiple intelligence sources to manage
third-party component vulnerabilities, significantly reducing compliance preparation time.

¢ Eliminates long vulnerability lists with automated prioritization, allowing development teams to focus
on truly critical risks.

e Supports mainstream SCA and CI/CD tools without changing existing workflows, reducing overall costs.

¢ Predicts potential risks by analyzing attack trends, preparing defenses before threats materialize.

[ eee] _! — o
%0 = & e 1\

Smart Remediation Seamless Security
Navigation Operations Platform

CRA Compliance
Automation Engine

From Reactive
Defense to Proactive
Protection

PVM Solution: The Three Pillars of Product Security

e Seamlessly consolidates
data from all sources

e Supports major SCA and
CI/CD tools with minimal
disruption.

e Automated CI/CD
uploads (BlackDuck /
Jenkins)

* Quick import via Excel
lists

e Compatible with and
enhances existing SCA
tool investments

Monitoring & Early
Warning

Decision &
Compliance

Smart remediation
prioritization combined with
attack potential analysis to
optimize patching sequence
Automatic SBOM parsing plus
integration of multiple threat
intelligence sources (NIST,
CISA, FIRST)

24/7 continuous monitoring
with real-time alerts for
newly published product
vulnerabilities

Proactive threat subscriptions
to track specific keywords or
vulnerabilities

Automated report and VEX
document generation
Enterprise-grade
collaboration platform with
role-based access control
and unified risk view

CRA compliance
automation engine
Seamless security
operations platform
enabling the shift from
reactive response to
proactive defense

19
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